
International Journal of Engineering Sciences Paradigms and Researches: Volume 47, Issue 03, Quarter 03 (2018) 

  (A UGC Approved Journal with Registration No.: 42581) 

www.ijesonline.com (ISSN: 2319-6564) 
46 

 

Eye's Morse Code: A Novel Biometric Security 

Approach using Eye Movements 

 

Dr Vinit Kumar Lohan
1
 and Lubna

2
 

 
1
Assistant Professor, CSE Department, VCE Rohtak    
2
Student and Member, Research Group, Rohtak 

 

Publishing Date: September 07, 2018         

Abstract 

This paper introduces Eye's Morse Code, a pioneering 

biometric security method that harnesses eye movements 

to create a distinctive Morse code pattern for 

authentication and encryption purposes. By monitoring 

eye gazes and saccades, the system converts these 

movements into Morse code dots and dashes, resulting in 

a secure, adaptable, and challenging to-replicate 

biometric signature. The study delves into the 

fundamental principles, benefits, constraints, and 

potential security applications of this innovative 

technique. It also evaluates implementation factors such 

as hardware/software prerequisites and user training. 

Furthermore, the paper includes case studies that 

demonstrate the practical use of Eye's Morse Code in 

military and banking contexts.  

Keywords: Eye's Morse Code, Biometric Security, 

Applications of Security, Software, Encryption.  

  

1. Introduction  

  
1.1 Purpose   

This research explores using eye movements as a 

novel biometric identifier by translating them into a 

secure Morse code pattern called Eye's Morse Code. 

The purpose is to devise an authentication and 

encryption method that is extremely hard to 

replicate yet intuitive for legitimate users.  

  

1.2 Background  

Biometric security systems identify individuals 

based on their unique biological characteristics like 

fingerprints, iris patterns, voice, etc. However,  

these can potentially be spoofed or stolen. 

Behaviour biometrics like gait, keystroke dynamics 

etc. offer better security but have their limitations.  

 

2. Eye's Morse Code  

  

2.1 Definition and Explanation  
Eye's Morse Code is generated by tracking an 

individual's eye movements - both gaze locations 

and saccadic movements between gazes. The 

spatial trajectory is translated into a coded pattern 

of dots (.) and dashes (-) per Morse code rules.  

  

2.2 Advantages  

- Extremely hard to mimic another person's eye 

movements accurately  

- The eye's Morse Code can be easily changed by 

altering the eye movement pattern - Integration 

with eye tracking systems provides two-factor 

authentication - Intuitive for human users 

compared to other behaviour biometrics  

- Highly random and unpredictable since driven by 

human behaviour  

- Can serve as both access control and encryption key  

  

2.3 Limitations  

-Requires calibrated, high-resolution eye-tracking 

hardware  

-Sensitive to lighting conditions, eyeglasses, 

makeup, etc. that impact tracking - User needs to be 

consciously generating Eye's  

Morse Code pattern  

-Training required for users to produce consistent 

patterns  

-Not ideal for high-throughput access scenarios due 

to input speed  

 

3. Security Applications  

  

3.1 Eye's Morse Code in Access Control 

Systems  

Eye's Morse Code can be integrated into physical 

and logical access control systems to provide an 

additional layer of biometric authentication. Some 

potential applications include:  

- Secure facility entry: Users can gain access to 

restricted areas or buildings by generating their 

unique Eye's Morse Code sequence at entry points 

equipped with eye-tracking cameras and access 

control systems.  

-Computer login: Instead of traditional passwords 

or PINs, users can log into their computers or 

secure applications by performing the Eye's Morse 

Code sequence, which is then verified against their 

registered biometric signature.  
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- Secure document access: Eye's Morse Code can be 

used to authenticate users before granting access to 

confidential documents or files, preventing 

unauthorized access or data breaches.  

- Vehicle security: Eye's Morse Code can be 

integrated into the ignition or entry systems of 

vehicles, ensuring that only authorized users can 

operate the vehicle.  

  

3.2 Eye's Morse Code in Encryption  
The unique and unpredictable nature of Eye's 

Morse Code sequences generated by individuals 

makes them suitable for use in encryption 

applications:  

-Encryption key generation: Eye's Morse Code can 

be used as a seed or input for generating encryption 

keys, providing a highly secure and personalized 

method of key derivation.  

- Data encryption: The generated Eye's Morse Code 

sequence can be used directly as an encryption key 

or combined with other cryptographic algorithms to 

encrypt sensitive data, such as files, 

communications, or database records.  

-Secure communication: In scenarios where secure 

communication is required, Eye's Morse Code can 

be used to establish a shared secret key between 

parties, enabling encrypted data exchange.  

  

3.3 Eye's Morse Code in Multi-Factor 

Authentication  
Eye's Morse Code can be combined with other 

authentication factors to create a robust multifactor 

authentication (MFA) system, increasing the overall 

security posture:  

- Two-factor authentication (2FA): Eye's Morse 

Code can serve as the biometric factor, combined 

with a secondary factor like a password, security 

token, or mobile app authentication. 

 - Three-factor authentication (3FA): Incorporating 

the Eye's Morse Code with two additional factors, 

such as a password and a security token or 

smartphone-based authentication, can create a 

highly secure 3FA system.  

- Continuous authentication: By continuously 

monitoring and validating the user's Eye's Morse 

Code pattern, the system can provide ongoing 

authentication, ensuring that only the legitimate user 

maintains access to sensitive resources or 

applications.  

  

4. Implementation Considerations  

  

4.1 Hardware Requirements  

For the implementation of the Eye's Morse Code 

system, the primary hardware requirement is a 

device capable of capturing and tracking eye 

movements accurately. The code you provided 

suggests the use of a standard webcam connected to 

a laptop or computer. However, for more robust and 

accurate eye tracking, specialized hardware may be 

required, such as:  

-High-resolution webcams or dedicated eye 

tracking cameras with high frame rates and low 

latency.  

-Infrared (IR) illuminators and IR sensors to capture 

eye movements even in low-light conditions.  

-Head-mounted eye trackers or remote eye trackers 

with multiple cameras for increased precision.  

-High-performance computing devices (laptops, 

desktops, or embedded systems) with sufficient 

processing power to handle real-time eye tracking 

and Morse code generation.  

  

While the provided code demonstrates the concept 

of using a standard webcam, more advanced 

hardware may be necessary for practical 

applications, especially those requiring higher 

security standards or operating in challenging 

environments.  

  

4.2 Software Requirements  
The software requirements for the Eye's Morse 

Code system involve several components:  

-Eye Tracking Software: The system requires 

robust eye tracking software capable of accurately 

detecting and tracking eye movements, including 

gaze locations and saccadic movements. This 

software should be compatible with the chosen 

hardware and provide real-time eye movement data.  

-Morse Code Translation: A module is needed to 

translate the captured eye movement trajectories 

into Morse code patterns following the appropriate 

rules and mappings. The provided code includes a 

dictionary (morse_code_dict) for mapping Morse 

code sequences to characters.  

- Optical Character Recognition (OCR): The code 

utilizes the Tesseract OCR engine (pytesseract) to 

detect text in the eye region of interest (ROI) 

captured from the webcam feed. This allows the 

system to interpret the eye movements as Morse 

code sequences.  

-User Interface: Depending on the application, a 

user interface may be required to display the 

detected Morse code, provide feedback to the user, 

or integrate with other security systems.  

-Security and Encryption: For applications 

involving encryption or secure data transmission, 

additional software components may be necessary 

to handle encryption/decryption operations using 

the generated Morse code as a key or input.  

- Integration with Existing Systems: If the Eye's 

Morse Code system is to be integrated with existing 

security or authentication systems, appropriate 

software interfaces and communication protocols 

will be required.  
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4.3 Training and User Adaptation  
To effectively utilize the Eye's Morse Code 

system, users will need to undergo training to 

produce consistent and recognizable eye 

movement patterns that can be accurately 

translated into Morse code sequences. This 

training process may involve the following 

aspects:  

- Morse Code Familiarity: Users should become 

familiar with the Morse code alphabet, including the 

dot and dash representations for each character, as 

well as the timing and spacing rules.  

-Eye Movement Practice: Users will need to 

practice generating specific eye movement patterns 

that correspond to the desired Morse code 

sequences. This may involve visualizing the dot and 

dash patterns and consciously directing their eye 

movements accordingly.  

-Feedback and Calibration: During the training 

process, users should receive real-time feedback on 

the accuracy of their eye movements and the 

resulting Morse code translations. This feedback 

can help users adjust and refine their eye movement 

patterns.  

-Consistency and Repetition: To achieve reliable 

recognition, users must practice generating 

consistent eye movement patterns for each Morse 

code character or sequence. Repetition and muscle 

memory development are crucial for achieving 

consistent results.  

-Customization and Personalization: Depending on 

the system's capabilities, users may be able to 

customize or personalize their eye movement 

patterns, adding a layer of uniqueness and security 

to their biometric signature.  

  

5. Case Studies  
  

5.1 Eye's Morse Code in Military 

Applications  

In military applications, the integration of Eye's 

Morse Code introduces a novel method for secure 

communication and data transmission. By 

leveraging the unique eye movements of 

individuals, this technology can be utilized in 

scenarios where traditional communication methods 

may be compromised or impractical.  

 

5.2 Eye's Morse Code in Banking Systems   

Within the realm of banking systems, Eye's Morse 

Code offers a robust layer of security and 

authentication, safeguarding sensitive financial 

information and transactions from potential cyber 

threats.  

   

  

6. Challenges and Future Directions  

  

6.1 Security Vulnerabilities  
While the Eye's Morse Code system introduces a 

novel biometric security approach, it is essential to 

consider potential security vulnerabilities and 

threats. Some challenges and vulnerabilities that 

may need to be addressed include:  

-Replay Attacks: If an attacker can record and 

replay a user's eye movement patterns, they may be 

able to bypass the authentication system. 

Countermeasures such as incorporating additional 

biometric factors or implementing liveness 

detection mechanisms may be necessary.  

-Shoulder Surfing: In scenarios where users 

generate the Eye's Morse Code in plain sight, an 

attacker may be able to observe and mimic the eye 

movement patterns. Appropriate physical security 

measures and obfuscation techniques may be 

required to mitigate this risk.  

-Environmental Factors: Factors such as lighting 

conditions, user fatigue, or eye strain may affect the 

accuracy and consistency of eye movement 

patterns, potentially leading to false positives or 

false negatives in the authentication process.  

-Accessibility Considerations: Users with certain 

physical or cognitive impairments may face 

challenges in generating consistent eye movement 

patterns, potentially limiting the accessibility of the 

Eye's Morse Code system.  

-Social Engineering Attacks: As with any biometric 

system, social engineering techniques or coercion 

could potentially compromise the security of the 

Eye's Morse Code system if users are forced to 

provide their biometric signature under duress.  

  

6.2 Integration with Other Security 

Technologies  

To enhance the overall security posture and 

address potential vulnerabilities, the Eye's Morse 

Code system can be integrated with other security 

technologies and authentication factors. Some 

potential integration opportunities include: 

 - Multi-Factor Authentication: Combining Eye's 

Morse Code with other biometric modalities (e.g., 

fingerprints, facial recognition) or traditional 

authentication factors (e.g., passwords, security 

tokens) can create a more robust and layered 

security approach.  

-Liveness Detection: Incorporating liveness 

detection mechanisms, such as detecting eye 

movements or facial expressions in real time, can 

help mitigate the risk of replay attacks or biometric 

spoofing attempts.  

-Encryption and Key Management: The generated 

Eye's Morse Code can be used as a cryptographic 
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key or seed for encryption algorithms, providing an 

additional layer of security for data protection and 

secure communication.  

-Access Control Systems: Eye's Morse Code can be 

integrated with physical access control systems, 

such as door locks or secure entry points, enabling 

biometric authentication for access control 

purposes.  

-Continuous Authentication: By continuously 

monitoring and validating eye movement patterns, 

the Eye's Morse Code system can be used for 

continuous authentication in scenarios where 

ongoing user verification is required, such as secure 

workstations or sensitive applications.  

   

6.3 Potential Improvements and Innovations  

As with any emerging technology, there is 

potential for further improvements and 

innovations in the Eye's Morse Code system. 

Some areas for future exploration and 

development include:  

- Advanced Eye Tracking Techniques: 

Incorporating more sophisticated eye tracking 

algorithms, such as those based on machine 

learning or deep learning, could improve the 

accuracy and robustness of eye movement 

detection and translation.  

-Adaptive and Personalized Patterns: Allowing 

users to create and adapt their unique eye 

movement patterns, potentially incorporating 

additional gestures or movements, could enhance 

the security and personalization of the system.  

-Multimodal Biometric Fusion: Exploring the 

integration of Eye's Morse Code with other 

biometric modalities, such as facial expressions, 

gait analysis, or voice recognition, could lead to 

more secure and robust multimodal biometric 

systems.  

-Implicit Authentication: Investigating methods for 

seamlessly and transparently authenticating users 

based on their natural eye movement patterns, 

without requiring conscious input, could improve 

usability and user experience.  

- Brain-Computer Interface (BCI) Integration:  

Exploring the potential integration of Eye's Morse 

Code with brain-computer interface technologies 

could enable direct translation of neural signals into 

Morse code patterns, potentially enhancing security 

and reducing the risk of mimicry or spoofing 

attacks.  

-Quantum-Safe Encryption: As quantum 

computing capabilities advance, investigating the 

use of Eye's Morse Code as a quantum-safe 

encryption key or input could ensure the long-term 

security and viability of the system. 

 

   

7. Conclusion  

  
The Eye's Morse Code system presents a 

groundbreaking approach to biometric security, 

capitalizing on the distinctive traits of eye 

movements and the storied Morse code format. By 

converting patterns of eye movements into Morse 

code sequences, this system introduces a  

highly secure method of authentication and 

encryption that is challenging to replicate.  

  

While the initial demonstration utilizes a standard 

webcam and optical character recognition for a 

basic implementation, practical deployment 

necessitates more sophisticated hardware and 

software elements to ensure precise eye tracking, 

reliable Morse code translation, and seamless 

integration with existing security frameworks.  

  

The training and adaptation process for users is 

pivotal in effectively leveraging the Eye's Morse 

Code system. Users need to cultivate consistent eye 

movement patterns and muscle memory to establish 

dependable biometric signatures.  

  

Despite its potential, the system encounters 

challenges and vulnerabilities that require careful 

consideration, including susceptibility to replay 

attacks, risks associated with shoulder surfing, the 

impact of environmental conditions, and factors 

related to accessibility.   

 

Combining Eye's Morse Code with other security 

technologies and authentication methods can 

mitigate these vulnerabilities, furnishing a 

comprehensive and resilient security solution.  

  

Looking forward, substantial opportunities exist for 

enhancing and innovating the Eye's Morse Code 

system. These include advancements in eye  

tracking methodologies, the adoption of adaptive 

and personalized patterns, the integration of 

multimodal biometric fusion techniques, the 

exploration of implicit authentication approaches, 

the incorporation of brain-computer interfaces, and 

the implementation of quantum-safe encryption 

mechanisms.  

  

In essence, the Eye's Morse Code system signifies a 

promising avenue in biometric security, merging 

cutting-edge technology with a traditional coding 

system to offer a distinctive fusion of innovation 

and heritage in the realm of secure authentication 

and encryption solutions. 

 

 

 



International Journal of Engineering Sciences Paradigms and Researches: Volume 47, Issue 03, Quarter 03 (2018) 

  (A UGC Approved Journal with Registration No.: 42581) 

www.ijesonline.com (ISSN: 2319-6564) 
50 

 

References  
 
[1] Jennifer, J. S., & Sharmila, T. S., “Edge Based 

Eye-Blink Detection for Computer Vision 

Syndrome” International Conference on 

Computer, Communication and Signal 

Processing (ICCCSP) 2017. 

[2] Lee, W.H., Seo, J.M., & Hwang, J.M. “The 

Analysis of Eye Blinking Pattern Using High-

Frame-Rate Camera” 39th Annual International 

Conference of the IEEE Engineering in 

Medicine and Biology Society 2017. 

[3] Leo Pauly, Deepa Sankar, “A Novel Method 

for Eye Tracking and Blink Detection in video 

frames” IEEE Access, International Conference 

on Computer Graphics, Vision and Information 

Security (CGVIS) 2015. 

[4] Justin Weaver, Kenrick Mock, “Gaze-Based 

Password Authentication through Automatic 

Clustering of Gaze Points” IEEE Access, 

conference paper 2011. 

[5] Lang, L., & Gu, W. “Study of Face Detection 

Algorithm for Real-time Face Detection 

System”, Second International Symposium on 

Electronic Commerce and Security 2009. 

 

 


